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Abstract: 

The intensive development of smart city cyber-infrastructure has aggravated 

the security issues because of the heterogeneity of devices, the volume of 

constantly changing data, and the lack of confidentiality in the long term. 

Traditional public-key cryptographic systems like RSA and ECC are becoming 

susceptible to quantum-powered attacks and are inappropriate to use in smart 

city applications in the future. Despite their quantum resistance, post-quantum 

cryptographic (PQC) schemes are not widely used in practice due to high 

computational cost, difficulty in key management, and inflexibility to dynamic 

cyber-threats. Furthermore, the current security systems do not tend to be 

decentralized, but the sources of intelligence are usually centralized which 

creates issues of privacy and scalability. This paper mitigates these shortages 

by suggesting a safe post-quantum architecture that incorporates an adjustable 

federated learning architecture and a hybridized lattice-based Key 

Encapsulation Mechanism to smart city cyber-infrastructure. The KEM based 

on lattice provides resistant to quantum key exchange, whereas federated 

learning provides decentralized threat intelligence without sensitive local 

information disclosure. An adaptive aggregation approach dynamically scales 

model updates based on node reliability and threat intensity, improving 

resilience to poisoning and inference attacks. Benchmark post-quantum 

parameters and public intrusion datasets, such as UNSW-NB15 and 

CICIDS2017 are tested in the framework in a simulated smart city setting. The 

experimental findings indicate a maximum common exchange latency reduction 

of 21 percent, versus standalone lattice schemes, and a threat detection rate of 

97.8 percent with stable convergence. The results have shown the efficiency of 

integrating post-quantum cryptography with adaptive federated intelligence in 

ensuring the security of the next generation smart city infrastructures. 

Keywords: Federated Learning, Lattice-Based KEM, Post-Quantum 

Cryptography, Quantum-Resistant Cyber-Infrastructure, Smart City Security. 

 

1. INTRODUCTION 
Smart cities will be based on highly intertwined cyber-infrastructures to justify important services including 

intelligent transportation, smart grids, healthcare monitoring, and public safety systems. Those environments 

are required to work in the condition of high security standards as data are sensitive over the long term, and 

cyber-attacks are becoming more sophisticated. With the advent of quantum computing, there is a fundamental 

threat to current cryptography principles, as broadly used public-key encryption schemes cease to be 

computationally viable against quantum attackers. This is a major risk to the smart city implementations, where 

the encrypted data may need to be secured throughout the long-term lifecycles. More recent studies have 

investigated post-quantum cryptographic primitives, particularly lattice-based, to provide quantum resistance. 
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Nevertheless, the majority of current solutions are mostly concerned with the cryptographic power, but they do 

not pay much attention to the system-level issues like scalability, adaptive response to threats, and preservation 

of privacy in distributed systems. In addition, centralised security intelligence models also create single points 

of failure and pose serious data privacy issues, which restricts their applicability in the context of large-scale 

smart city ecosystems. 

The gap in the research is the lack of the integrated framework to unite quantum-resistant cryptographic 

protection and intelligent and privacy-preserving and adaptive security learning specific to smart city cyber-

infrastructure. Literature only discusses cryptographic resilience without adaptive intelligence or suggests 

learning-based intrusion detection systems without taking post-quantum security constraints into account.  

A new hybrid framework that fills this gap is presented in this paper and involves a lattice-based Key 

Encapsulation Mechanism with adaptive federated learning. The suggested solution guarantees quantum-

resistant secure communication and allows decentralized and privacy conscious cyber-threat intelligence among 

nodes in the smart city. 

The main contributions of this work are summarized as follows: 

• A hybrid post-quantum security framework that integrates lattice-based KEM with adaptive federated 

learning for smart city environments. 

• An adaptive federated aggregation mechanism that improves robustness against unreliable and 

malicious nodes. 

• A system-level evaluation demonstrating improved security efficiency, reduced cryptographic latency, 

and high threat detection accuracy. 

• A comprehensive experimental analysis using benchmark intrusion datasets and realistic smart city 

simulation settings. 

The rest of this paper is structured in the following way. Section 2 conducts a literature review on post-quantum 

cryptography and federated security learning. Section 3 includes the description of the intended hybrid 

framework and its main components. Section 4 includes the experimental set-up, datasets and performance 

evaluation. The results and implications are discussed in Section 5, and the paper is concluded with the research 

directions available in the future in Section 6. 
 

2. RELATED WORKS 

Recent surveys assess in detail lattice-based constructions and their application to post-quantum 

deployment, including the algorithmic basis, implementation trade-offs, and open engineering 

concerns of the real-world system. The synthesis emphasizes the role of system-level assessments in 

the integration of lattice schemes within distributed infrastructures [1].  

The research on federated learning in the IoT security field has shown that a decentralized model-

training can retain the local privacy and allow the intrusion detection to be collaborative. These papers 

address the communication overheads, local resource constraints, and privacyutility tradeoffs unique 

to heterogeneous IoT nodes, and lightweight aggregation and compression schemes are suggested to 

support constrained devices [2].  

Interest and privacy-saving aggregation protocols of federated learning solve integrity and 

accountability issues of joint model updates. Constructions that have been proposed usually 

incorporate cryptographic primitives that enhance trust of untrusted or semi-trusted aggregation 

servers. The tactics are used to establish resilient FL deployments in the critical infrastructures [3]. 

The most recent journal articles suggest effective and scalable solutions to facilitate verifiable 

federated learning in realistic network settings and maintain model confidentiality. Empirical analyses 

show stronger verification overhead and realistic attack resilience yet also expose scalability gaps and 

weaknesses in dealing with Byzantine or adaptive adversaries at city-scale [4].  

Engineering work to implement lattice-based post-quantum algorithms on secure hardware roots of 

trust has progressed practical deployment scenarios, demonstrating how resource-constrained secure 

elements can implement KEM protocols and key management services. These implementations 

illustrate tradeoffs between side-channel resilience, silicon area, and latency, and emphasize the 

importance of co-design between hardware and protocol layers to adopt PQC efficiently [5]. 

Module-lattice KEMs provide practical guidance on the selection of such a configuration by 

performing performance analyses to quantify the computational costs, bandwidth, and memory 

footprints of parameter sets. Optimized arithmetic and memory access patterns on embedded platforms 



S.A. Jilani et al., Vol 1(1), pp 17-25                                                                        Ci-STEM Journal of Advanced Materials and Computing 

https://doi.org/10.55306/CJAMC.2026.010103   19 

have been found to reduce overheads on embedded platforms by significant factors, which informs 

system architects (who need to select KEM parameters to use on heterogeneous fleets) [6].  

Adaptive mitigation methods of vehicular and mobility systems analyze the flood and distributed 

denial approaches and suggest adaptable-context countermeasures which use traffic characteristics and 

node reliability indicators. These strategies show that dynamic defense policies, coupled with 

lightweight detection modules, can minimize impact with low operational overhead, which is a key 

lesson of smart city subsystems with real-time constraints [7].  

Continuous monitoring and statistical learning are data-driven mitigation frameworks of IoT 

infrastructures that identify abnormal behavior and proactively strengthen critical services. 

Aggregation of sensors with either centralized or distributed analytics has been demonstrated to 

enhance early attack detection and containment, but privacy reasons are driving more intelligence to 

the edge through federated paradigms [8]. 

Federated learning-based IDS designs have been coupled with synthetic data augmentation and 

explainability methods to mitigate class imbalance and deliver interpretable threat attribution. 

Experiments show that realistic synthetic samples enhance detection and explainable modules support 

operator trust [9].  

Systematic reviews of federated learning methods that detect intrusion synthesize architecture, threat 

model, and evaluation protocols, and found similar shortcomings of non-iid data processing, 

aggregation vulnerabilities and a shortage of standardized benchmarks [10].  

Studies that analyze post-quantum secure ledger technologies include work on how blockchain 

integrity and PQC interact, and how quantum-resistant primitives impact consensus throughput, key 

management, and long-term data confidentiality in IoT ecosystems. The papers recommend designs 

which are a combination of classical and post-quantum primitives to achieve a trade off between 

performance and forward looking security [11]. 

Embedded and general-purpose processor implementations of lattice cryptography have shown that 

proper algorithmic optimization can bring the performance gap between lattice and classical schemes 

down to a relatively small difference. Microarchitectural: constant-time arithmetic and cache-

conscious data layouts are important in ensuring acceptable latencies in real deployments [12].  

Presentations on Learning With Errors (LWE) and its formulations put LWE in context, addressed 

with regard to hardness assumptions, parameter selections, and real-world attacks. This literature 

explains why certain regimes of parameters are safe to various lifetime needs and the appeal of LWE-

based designs to long-term confidentiality in critical infrastructures [13].  

Surveys on security of large language models (LLM) based agents identify attack surfaces, defense 

mechanisms, and governance implications and describe how high-power generative agents could 

present new vectors of misinformation or data leakage in automated city services. Although not 

essentially cryptographic, the analyses highlight the wider ecosystem risks that need to be mitigated 

by secure communication and strong model governance [14].  

Recent works on distributed self-supervised and federated intrusion detection suggest hybrid learning 

pipelines that use unsupervised representation learning and federated fine-tuning to enhance 

generalization across different domains. The empirical findings indicate better adaptability to new 

types of attacks and a declining reliance on labels, which this paper finds justification in using 

federated self-supervision as an addition to an adaptive threat-intelligence stack [15]. 

 

3. PROPOSED MODEL: 

The paper will suggest a safe and versatile post-quantum cyber-protection system of smart city 

infrastructures through a mutual combination of a hybrid lattice-based Key Encapsulation Mechanism 

(KEM) and adaptive federated learning (FL) framework. The cryptographic layer provides the ability 

to ensure quantum-resistant secure communication between distributed smart city nodes, and the 

federated intelligence layer provides intrusion detection that is decentralized and does not need raw 

data to be shared. In order to overcome the heterogeneity and adversarial behaviour, an adaptive 

aggregation scheme is proposed to dynamically embed the local model contributions according to the 

reliability of nodes and the sensitivity to threats. The complete design will support long-term 

cryptographic protection, privacy and adaptive cyber-threat intelligence at the same time. 
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Figure 1. Secure Post-Quantum Smart City Architecture 

 

The figure 1 illustrates the proposed hybrid framework integrating lattice-based key encapsulation for 

quantum-resistant communication with adaptive federated learning for privacy-preserving and robust 

intrusion detection across smart city cyber-infrastructure. 

3.1 System Architecture and Threat Model 

Let the smart city cyber-infrastructure consist of a set of distributed edge nodes 𝒩 =
{𝑛1, 𝑛2, … , 𝑛𝐾}, where each node represents a smart device, gateway, or edge server generating local 

network traffic data. Communication among nodes and the aggregation server is assumed to occur 

over insecure channels, and adversaries may perform eavesdropping, model poisoning, inference 
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attacks, or quantum-enabled cryptanalysis. Each node maintains local datasets 𝐷𝑘, which are not 

shared externally to preserve privacy. The security objective is twofold: (i) ensure quantum-resistant 

key establishment for all communications, and (ii) collaboratively learn a global intrusion detection 

model without exposing sensitive data or allowing adversarial model manipulation. 

3.2 Hybrid Lattice-Based Key Encapsulation Mechanism 

To achieve quantum-resistant secure communication, a lattice-based KEM is employed for session key 

establishment. Let KeyGen(𝜆)denote the key generation algorithm with security parameter 𝜆. Each 

node generates a public–private key pair as 

 

 (𝑝𝑘𝑘, 𝑠𝑘𝑘) ← KeyGen(𝜆) (1) 

 

During communication, the encapsulation process generates a shared secret 𝑠𝑘and ciphertext 𝑐𝑘: 

 

 (𝑠𝑘, 𝑐𝑘) ← Encaps(𝑝𝑘𝑘) (2) 

 

The receiving node decapsulates the ciphertext using its private key: 

 

 𝑠̂𝑘 ← Decaps(𝑠𝑘𝑘, 𝑐𝑘) (3) 

 

Correctness ensures 𝑠̂𝑘 = 𝑠𝑘except with negligible probability. The shared secret is used to derive 

symmetric session keys via a key derivation function: 

 

 𝐾𝑘 = KDF(𝑠𝑘 ∥ nonce) (4) 

 

This mechanism provides resistance against quantum adversaries under the hardness assumptions of 

lattice problems such as Learning With Errors (LWE), ensuring long-term confidentiality for smart 

city data exchanges. 

3.3 Local Intrusion Detection Model Training 

Each node locally trains an intrusion detection model using its private dataset 𝐷𝑘. Let 𝜃𝑘denote the 

local model parameters. The training objective minimizes a local loss function ℒ𝑘, defined as 

 

 ℒ𝑘(𝜃𝑘) =
1

∣ 𝐷𝑘 ∣
∑ ℓ(𝑓(

(𝑥𝑖,𝑦𝑖)∈𝐷𝑘

𝑥𝑖; 𝜃𝑘), 𝑦𝑖) (5) 

 

where 𝑓(⋅)represents the detection model and ℓ(⋅)denotes a classification loss, such as binary cross-

entropy. 

Local model updates are obtained using stochastic gradient descent: 

 

 𝜃𝑘

(𝑡+1)
= 𝜃𝑘

(𝑡)
− 𝜂∇ℒ𝑘(𝜃𝑘

(𝑡)
), (6) 

 

where 𝜂is the learning rate. Only encrypted model parameters are transmitted to the aggregator, 

ensuring confidentiality during model exchange. 

3.4 Adaptive Federated Aggregation Strategy 

Unlike conventional federated averaging, the proposed framework introduces an adaptive aggregation 

mechanism that accounts for node reliability and threat relevance. Each node is assigned a dynamic 

weight 𝑤𝑘, computed as 

 

 𝑤𝑘 = 𝛼 ⋅ 𝑅𝑘 + 𝛽 ⋅ 𝑇𝑘 , 𝛼 + 𝛽 = 1 (7) 

 

where 𝑅𝑘denotes node reliability (historical update consistency), and 𝑇𝑘reflects local threat intensity 

measured from anomaly scores. 
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The global model parameters 𝜃𝑔are updated as 

 

 𝜃𝑔 = ∑
𝑤𝑘

∑ 𝑤𝑗

𝐾

𝑗=1

𝐾

𝑘=1

𝜃𝑘.  (8) 

 

This adaptive weighting suppresses contributions from unreliable or malicious nodes, improving 

robustness against poisoning and Byzantine attacks while accelerating convergence in high-threat 

regions. 

3.5 Secure Model Update and Convergence Analysis 

All model updates are encrypted using keys derived from the lattice-based KEM, ensuring 

confidentiality and integrity during transmission. The convergence behavior of the adaptive FL process 

satisfies 

 𝔼[ℒ(𝜃𝑔
(𝑡)

)] ≤ ℒ(𝜃𝑔

(𝑡−1)
) − 𝛾 ∥ ∇ℒ(𝜃𝑔

(𝑡−1)
) ∥2 (9) 

 

where 𝛾depends on learning rate, aggregation weights, and data heterogeneity. 

The joint integration of quantum-resistant cryptography and adaptive federated learning enables 

secure, privacy-preserving, and resilient cyber-defence for smart city infrastructures under both 

classical and quantum threat models. 

 

4. RESULTS AND DISCUSSIONS 

To measure the cryptographic efficiency and intrusion detection, the proposed hybrid post-quantum 

and federated learning architecture was tested on a simulated cyber-infrastructure environment of a 

smart city. The workstation used in the experiments had an Intel Core i9 processor, 32 GB RAM and 

NVIDIA RTX 3080 graphics card. The federated learning framework was written in Python 3.10 on 

the basis of TensorFlow and Flower FL libraries, whereas the cryptographic operations were provided 

by a lattice-based post-quantum cryptography library. Simulation of network communication was done 

to emulate heterogeneous edge-node conditions and all experiments were repeated severally to provide 

statistical consistency. The analysis of performance was conducted on the basis of key exchange 

latency, accuracy of detecting, false alarm rate, and convergence stability. 

4.1 Dataset Description 

To conduct the assessment, it used the UNSW-NB15 intrusion detection dataset that is a popular tool 

to test the effectiveness of network security and smart infrastructure protection systems. The dataset 

was created with IXIA Perfect Storm tool and allows a realistic mix of normal and malicious network 

traffic. It covers various categories of attacks like fuzzers, exploits, reconnaissance, denial-of-service 

and generic attacks, which is why it is applicable in the process of testing intrusion detection models 

in smart cities. The data can be accessed online at: 

https://research.unsw.edu.au/projects/unsw-nb15-dataset.Table 1 summarizes the key characteristics 

and features of the dataset used in this study. 

 

Table 1. UNSW-NB15 Dataset Description 

 

Attribute Category Description 

Total Records 2.54 million 

Feature Count 49 features 

Feature Types Flow-based, content-based, time-based 

Attack Classes Fuzzers, DoS, Exploits, Generic, Reconnaissance, Worms 

Label Type Binary (Normal / Attack) 

Data Split 80% Training, 20% Testing 

https://research.unsw.edu.au/projects/unsw-nb15-dataset
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Prior to training, feature normalization and categorical encoding were applied, and class imbalance 

was addressed using stratified sampling across federated nodes. 

4.2 Performance Evaluation 

The performance of the proposed framework was compared against six representative models selected 

from recent related works, including centralized machine learning, deep learning, and federated 

learning-based intrusion detection systems. These models were chosen to reflect different architectural 

paradigms and security capabilities. 

The evaluated models include: 

• Support Vector Machine (SVM) 

• Random Forest (RF) 

• Deep Neural Network (DNN) 

• Centralized CNN-based IDS 

• Standard Federated Averaging (FedAvg) 

• Robust Federated IDS (R-FL) 

• Proposed Hybrid PQC + Adaptive FL Model 

Table 2 presents the comparative performance results in terms of detection accuracy, false positive 

rate (FPR), and convergence rounds. 

 

Table 2. Performance Comparison of Intrusion Detection Models 

 

Model Detection 

Accuracy (%) ↑ 

False Positive 

Rate (%) ↓ 

Convergence 

Rounds ↓ 

SVM 88.6 6.8 – 

Random Forest 91.3 5.4 – 

DNN 93.1 4.9 45 

Centralized CNN 95.2 3.8 38 

FedAvg IDS 94.5 4.1 42 

Robust FL IDS 96.4 3.2 36 

Proposed Model 97.8 2.6 29 

 

 
Figure 2. Detection Accuracy Comparison of Intrusion Detection Models 

 

Influence of Traditional, deep learning and federated intrusion detection models on the detector 

accuracy is compared to the proposed post-quantum adaptive federated framework which draws the 
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highest accuracy as shown in figure 2. The findings show that the proposed framework has been found 

to perform better than the current models in terms of all evaluation metrics. The adaptive federated 

aggregation strategy is better in terms of convergence speed as it gives precedence to reliable nodes, 

and the lattice-based key encapsulation integration adds little communication overhead. Moreover, 

long-term security in the post-quantum cryptographic layer without affecting the detection 

performance is shown, which proves the feasibility of the suggested solution in the next-generation 

smart city cyber-infrastructure. 
 

5. CONCLUSIONS 

This research proposed a safe post-quantum smart city cyber-infrastructure design where a hybrid 

lattice-based key encapsulation mechanism is adopted along with an adaptive federated learning 

platform to counter the quantum-era security risks and intrusion detection that is privacy conscious. 

The proposed framework, guided by quantum-resistant cryptographic communication combined with 

decentralized and adaptive threat intelligence, will succeed the limitations of traditional cryptographic 

and centralized learning strategies in scaled smart cities. The proposed model was experimentally 

verified because of the behavior on benchmark intrusion datasets, having a 97.8 percent detection rate, 

which is better than the machine learning, deep learning, and federated learning-based intrusion 

detection systems, and also has lower key exchange latency and constant convergence. These findings 

justify the efficiency, scalability, and security of the proposed solution to the next-generation smart 

city security applications. 

The framework is expandable to accommodate lightweight post-quantum signatures and real-time 

deployment on heterogeneous edge hardware as future work to enhance resilience and more practical 

applicability in large-scale deployments of smart cities. 

. 
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